The Reset Glitch Hack

This Tutorial explains how to hack your Xbox360 Gaming Console with
the Reset Glitch Hack.

Required Software and Hardware

Prerequisites
» |nstalled Xilinx Lab Tools

Software
« Python and Pyton Crypto
» Impact (from Xilinx Lab Tools)
e NandPro (>= v2.0e)

Hardware
« USB SPI Programmer to dump/flash the Xbox360's NAND
e XC2C64A CoolRunner-1l CPLD (aka Digilent C-mod)
» Socket for the CPLD
 Xilinx JTAG Programmer cable
e 1x 220pF capacitor
» Soldering material



1. Dumping NAND

» Use the following diagram to solder your USB SPlI Programmer

| . 108

a
e Open windows' command prompt and launch NandPro.

e Dump your NAND twice by using the read command for 16MB
NAND :

nandpro usb : -r16 nanddumpname.bin

[ea.] CAWindow:
Copyright <c? 2007 Microsoft Corporation. Tous droits réservés.
GC:xUsers~Raz *cd 368~Log“~PC~MBZ-nandpro

CosxUserssRaz 368 Log PC-NBZ~nandpro nandpro ush: —»1&6 nandl.bin
HandPro v2_8bh by Tiros

Looking for ush intevrface device
FlashConf ig-00823010

Starting Block:@xBOBRAA

Ending Block:8xBBA3FF

Reading

B3FF

C:sUserssRaz 368 Log“ " PC~NBZ~nandpro *nandpro ush: —»16 nand2_bin
HandPro v2_B@h by Tiros

Looking for ush interface device
FlashConf ig-80823010

Starting Block:@xBOBRAA

Ending Block:8xBBA3FF

Reading

B3FF

C:sxUserssRaz“36@ Log“PC-~NBEZ~nandpro >_




 Compare the two dumps with the following command (you can
use MD5 Checksums too) :

fc /b nanddumpname.bin nanddumpnameZ2.bin

CAWindows\system 32\ cmd.exe

Microsoft Windows [verszion 6.1.76811
Copyright <c? 2089 Microsoft Corporation. Tous droits réservés.

C:sUserssRaz>cd J6B\Log“PCsHBZ“nandpro~51lim 258 kinect
wHomdrihognREMBitmamdpretidim=td=lisnect }fc /b nandl .bhin nand2.bin

Cumpalalaun des fichiers nandl.hin et MANDZ.BIN
FC : aucune différence trouvée

C:sUserssRass368Log“PC-HBZ-nandpro~51lim 258 kinect>

* You should see something like FC : No difference found. If the
two dumps don't match, do a new dump and check again.



2. Installation of Python and Python Crypto

+ Install Python 2.7 (32bit!) with the default settings :

& Python 2.7 Setup

Select Destination Directory

Please select a directory for the Python 2.7 files.

‘ (3 Python27 v[mew]

b

python

for
. |C:'},PEhun2?';,|
windows

| Hext> | [ Cancel

|_¥ Python 2.7 Setup

Customize Python 2.7

Select the way you want features to be installed.
Click on the icons in the tree below to change the
way features will be installed.

Register Extensions
Tclf Tk
Documentation
Utility Scripts

Test suite

Python Interpreter and Libraries

pLJthOﬂ This feature requires 22MB on your hard drive. It
has 5 of 5 subfeatures selected. The subfeatures
reguire 29MB on your hard drive.

for

windows

[ Disk Usage ] [ Advanced = Back ]l Mext > | [ Cancel




» Install PyCrypto 2.3 with the default settings :

i Python 2.7 pycrypto-2.3 Setup

Select Python Installations
Select the Python locations where pycrypto-2.3 should be installed.

Python 2.7 from registry
Python from another location

< pack || MNext> | [ Cancel

To enable python in windows' command prompt, we will have to modify
the environment variables .

« Goin Control Panel > System > Advanced system settings

@ * 18 « Tous les Panneaux de configuration _ Rechercher 0O

Page d'accueil du panneau de

o Informations systéme générales

Gestionnaire de périphériques Edition Vindphus

Paramétres d'utilisation & rdows 7 Professionne

distance Copyright © 2009 Microsoft Corporation. Tous

Protection du systéme G ST

3 5 3 Service Pack1
Paramétres systéme avancés

Obtenir plus de fonctionnalités avec une
nouvelle &dition de Windows 7

Systéme

Evaluation: mlndice de performance Windows

Voir aussi

Centre de maintenance Processeur ; AMD Athlon(tm) 64 X2 Dual Core Processor 4400+
2.30 GHz

Windows Update
Mémoire installée (RAM) : 4,00 Go

Informations et outils de i e -
performance Type du systéme : Systéme d'exploitation 64 bits

Stylet et fonction tactile:  La fonctionnalité de saisie tactile ou avec un stylet




Click on environnement variables

Propnétés systéme

Mom de 'ordinateur Matériel

Paramétres systéme avanceés | Protection du systéme | LUltilisation & distance

Vous devez ouvrr une session d'administrateur pour effectuer la plupart de
ces modifications.

Pedomances

Effets visuels, planification du processeur, utilisation de la mémaire et
meémoire virtuelle

Faramétres. ..

Profil des utilisateurs

Paramétres du Bureau liés d votre ouverture de session

FParamétres. ..

Démamage et récupération

Informations de démamage du systéme, de défaillance du systéme et de
débogage

| Faramétres... |

I Warables d'environnement. .. I

oK || Annuler | Appliquer




» Click on New in system variable

Propnétés systéme

Varnables d"envirconnement

Wariables utilisateur pour Raz

Wariable Waleur

path C:%Program Files\Satsuki Decoder Pack),...

TEMP 2GUSERPROFILEG\AppDataLocal\Temp
3GUSERPROFILEG\AppData\Local\Temp

[ Mouwelle. .. ] [ Maodifier... ] [ Supprimer ]

Wariables systéme

Variable Valeur

ComSpec C:Ywindows\system32\cmd. exe
DFSTRACIMNGOM FALSE

FP_MO_HOST_C... NO

MUMBER_OF_P... 1 it

I Mouwvelle... I [ Madifier... ] [ Supprimer ]

I [ Annuler ]

« Add this for the name and the value of the variable :

PYTHONPATH
%PYTHONPATH%;C:\Python2.7 ;

Propnétés systéme
Variables d'environnement

Variables utiisateur pour Raz

Variable Valeur

Nouvelle variable systéme

Maom de |a variable : PYTHOMPATH

Valeur de la variable : %P Y THOMPATHG; C: \Python27;

| OK I [ Annuler

PROCESS0R _R... 0301

PSModulePath C:Windows\system32\WindowsPowers. ..
PYTHONPATH P THONPATHC: Python27.C: \Pyt. .
TEMP C:Windows \TEMP

Mouvele... ] ’Modiﬁer... ] ’ Supprimer ]

OK H Annuler ]




3. Creating the Hackimage
 Download the gggggg-hack (Free60-Git Repository).

» Put your original NAND dump in the root of the gggggg-folder
and create an folder named "ouput” (in the root aswell).

3 Glitch Hack = Rechercher... O

Organiser Inclure dans la bibliothéque Partager avec Graver Nouveau dossier

X Favoris Nom Modifié le Type Taille

common 21/08/2011 1517 ssier de fichiers
= Bibliotheques fat 21/08,2011 15:17 ssier de fichiers

21/08/2011 15:18 ssier de fichiers

?& Groupe résidentiel slim 21/08,/2011 15:17 ssier de fichiers

Q 13146slim.bin 17/08,2011 12:02 VLC media file (.bi... 16 896 Ko

1% Ordinateur | readme.txt 15/08/2011 10:52 Document texte 3 Ke

"% -
L¥ Réseau

* Open windows' command prompt again and navigate to the

gggggg-folder, then type this python command (don't forget to
modify it with your NAND dump name) :

python common/imgbuild/build.py nanddumpname.bin
common/cdxell/CD common/xell/xell-gggggg.bin

CAWindows\system32D\cmd.exe

Microsoft Windows [version 6.1.76811] . ’
Copyright <c> 288? Microsoft Corporation. Tous droits réservés.

C:sUsers~Raz>cd desktops/glitch hack

C:slserssRazsDesktop~Glitch HackXpython common>imghuildsbuild.py 13146=zl1lim.bhin c
ommonscdxe 115CD commonsxellsxell—gggggg.bin




You should see the following

CAWindows\system32\cmd.exe

Microsoft Windows [version 6.1.76811 . ’
Copyright €<c> 288? Microsoft Corporation. Tous droits réservés.

C:sUsers~Raz>cd desktops/glitch hack

C:slserssRazsDezsktop~Glitch HackX>puython common>imghuild“build.py 13146=zlim.bhin c
ommonscdxe 115CD commonsxellsxell—gggggyg.bin
#*# found flash image, unpacking...
ECC’ed — will unecc.
Found 2BL <(build ?188> at ABEAEHHA
Found 2BL <build ?188> at Fach
Found 4BL <build 9452> at 12cH
Found 5BL <build 1888> at 6leB
# found decrypted CD
#* found ¥eLL binary. must be linked to 1cBBB0HA
#*# ywe found the following pavrts:
SMC: 3.1
CB_n: 9188
CB_E: 2188
CD {imageX:= 9452
CD (decrypted>: 8453
* decrypting...
#* checking if all files decrypted properluy... ok
#* checking reqguired versions... ok
#* this image will be valid =only* for: trinity <{slim>
#* patching SMC. ..
patchset "Irinity <for slims>,. version 3.1" matches. 2 patchies)
* patching CB_B...
patchset for 7188 found. 3 patchies)
* constructing new image...
#* hasze =zize: YHAAA
# Mo separate recovery sell available?
1 Layout:
- - B B 200 bhytes?» Header
. -Bx CBlx el bytes?» Padding
. -Bx CBx B8 bytes> SMC
ARA46068 . . AxA (AxAAA4888 bhytes» Keywvault
AAAEHAA . . AxA (BxAB@A1acB bytes> CB_A 9188
Fach. .Bx (@xABAA7EA8 bytes>» CB_B 7188
12cB. .Bx (BxAPABGHAR bytes» CD 8453
2cB. .Bx C(AxB@RaBd48 bytes? Padding
Bx0A0cAB0A . .Ox0AAf fFff (Bx00040008 bytes> Rell <(backup?
Bx08100006 . .0xAA13ffff (Bx000480060 bytes?> Rell <(main>
#* Encoding ECC...
Uritten into output-simage_HHEAEEE6.ecc

C:slUsers~RazDesktop~Glitch Hack>

@ Q - Glitch Hack output

Organiser Inclure dans la bibliotheque Partager avec Graver Mouveau dossier

Mom yp Taille
T Favoris x

= CB_A.bin
- Bibliothéques & CB_B.bin

|| image_00000000.ecc
*d Groupe résidentiel & SMC.bin

1% Ordinateur

¥ Réseau




» Copy this file into your nandpro folder and navigate to the
folder via commandprompt again

e Use the following command to flash the image to your console's
NAND.

nandpro usb : +w16 image_00000000.ecc

/!\ Pay attention that you have to use the +w16 switch and not
the -w16 one /!\

CAWindows\system32\cmd.exe

Microsoft Windows [version 6.1.76811
Copyright <c> 2089 Microsoft Corporation. Tous droits réservés.

C:x\UserssRaz>cd 360\Log“PFC\NEZ“nandpro

C:=xUserssRaz 360~ Log PCsHBZxnandpro nandpro ush: +wlt image BPUABOOEA_.ecc
MandPro vZ._.@h by Tiros

Looking for usbh interface device
FlashConf ig 80023618

Starting Block:8xbBBBoa

Ending Block:-UxBB@3FF

Mriting

File: image_BP0000AA.ecc FileLen:14a@@@ Blocks:58
B84F

C:~Uzeprs~Raz 368 Log~PC-NBZ~nandpro >_

The flashed file has a size of 50 blocks so you should see 004F when
the flashing is done.
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4. Programming the CPLD

Power your CPLD with 3.3V on pin 20 and GND on pin 21. There are
many solution to do this ... here are some of them :

e Use an old DVD drive supply cable by cutting 5 and 6 cable (3.3V
and GND) and connect it to the a CK or the motherboard drive
socket

OR

» Solder the pin 20 to the J2C1.8 point of the motherboard and pin
21 (GND) to a point of the motherboard like the legs of the
various connector-metalcasing.

J1D1
DVD Power Connector

11 8 7 68 3 1
Female Connector

(DVD Cable)
1210 8 6 4 2

1 NC 7 GND
2 NC 8 +5V
3 | +3.3V(GND FOREJECT) | 9 GND
4 |+3.3V (GND FOR MODEB) | 10 +12V
5 oo O GND
6 33v || 2 12V
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Grab your LPT/USB XilinX JTAG programmer cable. Connect the
cable to the PC and the CPLD.(If you don't have one, you can use
GliGli's schematic to build a LPT JTAG Programmer)
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 Launch "iIMPACT" (from XilinX Lab Tools) and let's start the

programming ... just follow the images.(You have to setup the
compatibility mode only if your Programmer does not get
detected right away)

¥, ISEiMPACT (M.630)

File Edit™ View Operations Output. Debug Window Help

RB3iw [2olew
iMPACT Flows +0&F X
- 28 Boundary Scan

- [2] SystemACE

i |2] Create PROM File (PROM File Format...

[ [2] WebTalk Data

iMPACT Processes

e @ Do you want the system to automatically create and save a project file for you?
onsole

Welcome to iMPACT [T] Don't show this message again, save the setting in preference,
iMPACT Versionm: 12.2

I Yes I ’ Mo

b

n

2l
Console |_6 Errors |L Warnings

rIEER

¥, Welcome to iMPACT

Pleage select an action from the list below

@ Configure devices using Boundary-Scan (JTAG)

|.ﬂtu1:c:an1a1:ic3ll\-I connect to a cable and identify Boundary-Scan chain EI

(7)) Prepare a PROM File
() Prepare a System ACE File

(7} Prepare a Boundary-5can File

e[+
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E ISE iMPACT (M.63c) - [Boundary Scan]

@ File Edit View Operations Debug Window Help

DT}' H ER-E 1 ﬁL", Cable Auto Connect
MPACTFows W

- 23 Boundary Scan Cable Reset
- [2] SystemACE Advanced USB Cable Setup
-|2] Create PROM File (PROM File.  Cable Disconnect

|=] WebTalk Data

Cutput

Disconnect All Cables

5 = ———————————|  SVFFile 3 Right click to Add Device or Initialize JTTAG chain
SRS 4 STAPLFile ’
Available Operations are: | XSVFFile L

Identify Failed

Boundary Scan

¢t T +
Console |° Errors I_ﬁ Warnings|

Examine and change cable communication settings

[Configuration | [Parallel I | [200 KHz | [ |[LPT3 | ;

E Cable Communication Setup

Communication Mode
@ Parallel Cable 11 Platform Cable USE/TI

Parallel Cable TV

Advanced USE Cable Setup

TCK Speed/Baud Rate:

Cable Location

@ Local
Host Mame:
Remote

Cable Flug-in

Open Cable Plug-n. Select or enter a Plug-in from the list below:

wiliny_parallel PORT REQUENCY =2500000

14



E ISE iIMPACT (M.63¢) - [Boundary Scan]
G File  Edit

L]

IMPACT Flows

-2 Boundary Scan
2] SystemALCE

E Create PROM File (PROM File Format...
=] WebTalk Data

Right click to Add Device or Initialize JTAG chain
MPACT Processes __ +08x

Available Operations are:

¥. iMPACT

‘ailed

E% Connecting to cable in compatibility mode,

"

4 I
Consaole |@ Errors l_ﬁ WErnings[

[Configuration || Parallel Compatibility Mode | [200 KHz |

E # ISE iIMPACT (M.63¢) - C:\Xilinx\LabTools\LabTools\auto_projectipf - [Boundary Scan]
(% File Edit View Operations Output Debug Window Help BEE:
DPEH DX =T FN
MPACT Flows =k
- ‘73 Boundary Scan
[=] SystemACE
- |2] Create PROM File (PROM File Format...
|=] WebTalk Data
Add Xilinx Device... Ctrl+D
Add Mon-Xilink Device... Ctrl+K
T ¢ i 4 Rl o o - m
iMPACT Processes + 08 X|
Available Operations are: Cable Auto Connect
Cable Setup...
Output File Type »
@ Boundary Scan @J
Console ™ > > v  eO0&x
PROGRESS_END - End Cperation.
Elapsed time = 3 sec.

i

'l
Consale |° Errors—[‘_th Warnings

[Configuration | [Paraliel | [200 Kz | [ (P71 | _,
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ISE IMPACT (M.63¢) - [Boundary Scan]

put

5 F e 5 B _ &l
QPE DX =0,
LS T 7 2lelig 2 Right click device to selsct operations
e Boundary Scan
[=] SystemACE
2 E Create PROM File (PROM File Format...
[=] WebTalk Data
\MPACTProLéssé§ 77 - <08 %
Availaplel i
Console " an? an? an® o0& x
INFO:iMPACT:1777 - -
Reading C:/Xilinx/LabTools/LabTools/xbr/data/xc2cé4a.bad...
INFO:iMPACT:501 - '1': Added Device xc2cé64a successfully.
done.
PROGRESS_END - End Operation.
Elapsed time = 0 sec.
// ®*%% BATCH CMD : idencifyMPM
7} m 3
Console Errors _ﬁ Warnings

)

= ¥ NEs
(B4 »K?
[IMPACT Flows B
%] Boundary Scan
2] SystemACE
[Z] Create PROM File (PROM File Format...
[5] WebTalk Data =
xc2cBda
bypass
TDO
g New Configuration File
Lockin: C:\Jsers\Raz\Deskton IR ‘i \clitchsim Fle oo
W& My Computer
[MPACT Processes I =X 2, Rez
Auailable Operstions are:
File name: | trinity.jed '
Console T * 8 ] i T eOax
PROGRESS_END - End Operation. Files of type: |All Design Files (*.jed *.isc *bsd) =
Elapsed time = 3 sec.
Attempting to identify devices in the boundal
4y INFO: iMPACT - Current time: lun. 25. juil. 21%
/f *** BATCH CMD : Identify -inferir
PROGRESS_START - Starting Opezationm.
Identifying chain contents...'0': : Manufacturer's ID = Xilinx xc2cé4a, Version : 0
4y INFO:iMPACT:1777 —
Reading C:/Xilinx/12.2/LabTools/LabTools/xbr/data/xec2cé4a.bad. ..
4y INFO:iMPACT:501 - '1': Added Device xc2cé4a successfully.
done.
PROGRESS_END - End Cperation.
Elapsed time = 0 sec.
// *** BATCH CMD : identifyMPM
« m L3
Console [O Errors |_5 Warnings

|Configuration | [Parallel Compatibility Mode | [200 KHz || | [LPTL

16



View Operations Output

Debug Window Help

XDDXENIX: s =D
08 x
£3) Boundary Scan
[2] systemace
- [5] Create PROM File (PROM File Format.
[S] WebTalk Data =
Verify
xc2e8  Erase
trinity, ank Chec
o Blank Check
Readback...
Get Device ID
Get Device Checksum
Get Device Signature/Usercode
Activate On-The-Fly pattern
One Step SVF
One Step XSVF
IMPACT Processes 08 x 2
Available Operations are: Assign New Configuration File
=> Program S e
= Vonty. Set Erase Properties.
= Erase i =
=b Blank Check Launch File Assignment Wizard
=> Readback
= Get Device 1D
=p Get Device Checksum
=> Get Device Signature/Usercode
@b Activate On-The-Fly Pattern
=p One Step SVF
=> One Step XSVF
3 Boundary Scan 8]
Console 08 x
Identifying chain contents...'0': : Manufacturer's ID = Xilinx xc2c64a, version : O

3 INFO: iMPACT:1777

) INFO:iMPACT:501 — '1':

Reading C:/Xilinx/12.2/LabTools/LabTools/xbr/data/xc2c64a.bsd. ..
dded Device xc2cé4a suceessfully.

done.
PROGRESS_END — End Operation.
Elapsed time o sec.
/J *** BATCH CMD : identifyMPM
" QUMD : assignFile —p 1 -file "Ci/Users/Raz/Desktop [ =1:x/c1icchslin/trinity, jed”
1 file 'C:/Users/Raz/Desktop/ggagag_v0.91b/slim/glicohslim/trinity.jed ..
done.
i INFG:iMPACT:501 - '1': Added Device xc2cG64a successfully.

Console | @ Erors | £\ Warrings

Edit View Operations Output Debug Window Help

DAE sbbhxEN%k: 2882 =0[ &N

WPACT Flows “08x
331 Boundary Scan

- [2] SystemACE

- [2] Create PROM File (PROM File Format..
5 WebTalk Data

WMPACT Processes “+08x

Available Operations are:

= Blank Check

= Readback

= Get Device ID

= Get Device Checksum

= Get Device Signature/Usercode
= Activate On-The- Fly Pattem
= One Step SVF

@ One Step XSVF

™

0.

xc2cBia
trintyjed

Program Succeeded

%

Boundary Scan [

Console

08 x

1) INFO: iMPACT - Current time: lun.

Validating chain...
Erasing device...
Programming device...

Verifying device...

SO
PROGRESS END - End Operation.
Elapsed time 2 sec.

: Erasure completed successfully.

Setting ISC done bits...done
rogramming completed successfully.

Juil. 21:40:14 2011

// === BATCH CMD : Program —p 1 -e -v
PROGRESS_START - Starting Operation.
Maximum TCK operating frequency for this device chai

Boundary-scan chain validated successfully.
i

Errors

Console Warrings

| Configuration |[Parallel Compatibility Mode |[200 KHz | [ |[LPT1

17



5. Wiring
On the CPLD, remove the Resistor R2 and connect R2's upper
pad to R1's lower pad. ,

A DIGILENT

- www.digilentinc.com
- Copyright 2004

fes e X
3 * +

] N W

!“l

i -0 E s -

v
=

/A DIGILENT

— www .digilentinc.com

Copyright 2004 ®TMS
* Place the CPLD on the motherboard like you see on the picturé.
We recommend to use double coated tape + material to isolate

the CPLD.

3 .

M(l/{l.l.rtihl.?_’}jf_ K

’ - s m‘ﬁ"ﬂr_-,b— 7‘
vV esvYeoveqaTTen
radiiibii} ,’ e !‘ ( /

B w5 »
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Use the diagrams which are distributed together with this
tutorial to solder the needed connections. It's recommended to
use a socket!

6. Enjoy

You can now start your console normally and see XelLL boot
within 2 minutes. You can now enjoy unsigned code on your slim.

. Links

Free60 git Repository
NANDPro v2.0e
Python 2.7.2 32bit
PyCrypto 2.3

Xilinx Lab Tools
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http://www.xilinx.com/support/download/index.htm
http://www.voidspace.org.uk/downloads/pycrypto-2.3.win32-py2.7.zip
http://www.python.org/ftp/python/2.7.2/python-2.7.2.msi
http://ep-comps.com/free60/Tools_PC_Side/Nandpro20e.rar
http://free60.git.sourceforge.net/git/gitweb-index.cgi

8. Credits / Thanks
GliGli Tiros [cOz] Redline99 Ced2911 Cancerous & the LibXenon Community

..and all we maybe forgot!

Tutorial written by Razkar - Exclusive for LibXenon.org
Corrected by Tuxuser
@ 27.08.2011
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http://www.libxenon.org/
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